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Who it applies to

GDPR

CCPA

The processing of personal data in the

For-profit entities that (1) collect California

context of the activities of an establishment

consumers’ personal information; (2) do business

of a controller or a processor in the EU,

in California and (3) (a) have annual gross revenues

regardless of whether the processing takes

in excess of $25,000,000; (b) buy, receive, sell or

place in the EU.

share for commercial purposes the personal

Also applies to the processing of personal

information of 50,000 or more California con-

data of data subjects who are in the EU by
a controller or processor not established in

sumers, households or devices; or (c) derive 50%
or more of their annual revenues from selling

the EU, where the processing activities are

California consumers’ personal information.

related to: (a) the offering of goods or

Also applies to any entity that controls or is

services, irrespective of whether a payment

controlled by a business, as defined above, and

of the data subject is required, to such data

that shares common branding with the business.

subjects in the EU; or (b) the monitoring

“Control” or “controlled” means ownership of, or

of their behaviour as far as their behaviour

the power to vote, more than 50 percent of the

takes place within the EU. Art. 3

outstanding shares of any class of voting security
of a business; control in any manner over the
election of a majority of the directors, or of
individuals exercising similar functions; or the
power to exercise a controlling influence over the
management of a company. “Common branding”
means a shared name, servicemark, or trademark.
§ 1798.140(c)
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What data is covered?

GDPR

CCPA

“Personal data” (defined as any information

“Personal information” (defined as information

relating to an identified or identifiable natural

that identifies, relates to, describes, is capable

person (‘data subject’); an identifiable natural

of being associated with, or could reasonably

person is one who can be identified, directly

be linked, directly or indirectly, with a particular

or indirectly, in particular by reference to an

consumer or household.) §1798.140(o)(1) The

identifier such as a name, an identification

CCPA provides numerous examples of personal

number, location data, an online identifier or

information, including but not limited to names,

to one or more factors specific to the physical,

aliases, postal addresses, unique personal iden-

physiological, genetic, mental, economic,

tifiers, social security numbers, online identifiers,

cultural or social identity of that natural person).

commercial information, biometric information,

Art. 4(1)

internet browsing history, search history, geolocation data, and education information.

Consent Mechanism

Opt in. Art. 6 (“data subject has given consent

Opt out (of sale of personal information to third

to the processing of . . . personal data for one or

parties). § 1798.120(a)

more specific purposes”); Art. 7

Opt in (of sale of personal information to third
parties for children 16 and under if business has
actual knowledge of child’s age). §1798.120(c)
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GDPR

CCPA

Entities must provide certain

Yes. Art. 13 (requires disclosure of specific

Yes. § 1798.130(5) & § 1798.135 (entities must

information to individuals

information such as purposes of processing,

disclose certain information in online privacy

contact information, and existence of certain

policies, including description of California-

rights under GDPR); Art. 14 (identifying informa-

specific consumer rights and provide link for

tion that must be provided where personal data

opt-out requests)

have not been obtained from data subject)
Right to obtain access

Yes. Art. 15

to personal data

Yes. § 1798.100(a) (right to know what categories
and specific pieces of personal information
are collected)

Right to rectification /

Yes. Art. 16

No.

Yes. Art. 17

Yes. § 1798.105(a) (“consumer shall have the right

correction

Right to be forgotten

to request that a business delete any personal
information about the consumer”)
Right to object to

Yes. Art. 18; Art. 21 (automated individual

processing of personal

decision-making)

No.

data by receiving entity

Lawful basis needed

Yes. Art. 6

No.

for processing of data?
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GDPR

CCPA

Additional rules for

Yes. Art. 9 (processing of personal data

No.

processing sensitive data

revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union
membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning health
or data concerning a natural person's sex life or
sexual orientation shall be prohibited unless an
exception applies)

Right to data portability

Yes. Art. 20

Yes. § 1798.100(d)

Right to be informed of

Yes. Art. 15(1)(c)

Yes. § 1798.110(a)(4) (right to request that

sharing with third parties

business identify the “categories of third parties
with whom the business shares personal
information”); § 1798.115 (a)(1) (right to request
categories of personal information that business
sold about consumer and categories of third
parties to whom PI was sold)

Right to opt out of sharing
of data with third parties

Yes. Art. 6 (requires opt in consent)

Yes. § 1798.120(a) (“A consumer shall have the
right, at any time, to direct a business that sells
personal information about the consumer to
third parties not to sell the consumer’s personal
information”)

huschblackwell.com
© 2019 Husch Blackwell LLP. All rights reserved

4

CCPA v. GDPR: Comparison of Notable Provisions

Anti-Discrimination

GDPR

CCPA

No.

Yes. § 1798.125(a)(1) (“A business shall not dis-

Provision

criminate against a consumer because the consumer exercises any of the consumer’s rights”)

Requirements for

Yes. Arts. 44-50

No.

Yes. Art. 24; Art. 25; Art. 32

No, but creates statutory damages for data

cross-border transfers
of data
Requires measures be
taken to secure data

breaches due to failure to implement and maintain reasonable security measures. § 1798.150.
Existing California law also requires entities to
implement and maintain reasonable security
measures.§1798.81.5

Requirements for entities

Yes. Art. 28

that process data

Yes, but the requirements are much less
restrictive. § 1798.140(v) & (w) (definitions of
“service provider” and “third party”)

Requires records of

Yes. Art. 30

No.

processing activities
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Data breach notification

GDPR

CCPA

Yes. Arts. 33-34

No, but requirements are separately addressed

requirements

Data protection impact

in existing California law. § 1798.82

Yes. Art. 35

No.

Yes. Arts. 37-39

No.

assessment requirement

Data protection officer
requirement
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